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BARNSTON POLICY FOR THE OPERATION OF CLOSED CIRCUIT TELEVISION 2020
1. Regulatory context 
a. Organisations that employs surveillance CCTV for whatever purposes must comply with statutory regulations covering its use, in accordance with the Data Protection Act 1998, the Human Rights Act 1998 and the Regulation of Investigatory Powers Act 2000. 
b. There are specific requirements within the above legislation that refer to the installation of CCTV equipment and its employment, as well to the collection, analysis and storage of data collected.  Schools have to address these.
c. All public organisations are required to have a policy covering every aspect of the use of surveillance CCTV and the data collected on its premises, and must have an appointed data controlling officer, to oversee and control all aspects of the use of CCTV. 
d. The Surveillance Camera Code of Practice was issued by the Secretary of State under S30 of the 2012 Protection of Freedoms Act 2012 and can be found here: 
Surveillance Camera Code of Practice
2. School’s Context


a. Jill Pearson is the school’s data controlling officer. 

b. The school’s CCTV was installed in May 2018 in the following areas: 

Front of school, car park, playgrounds, entrance hall, corridors.   
c. The surveillance system is serviced and maintained by Atlas which has been certified by the National Approval Council for Security Systems.  Atlas maintain the system and provide us with technical support as required.

d. Registration for the use of CCTV surveillance is maintained within the schools’ Data protection registration with the Information Commissioner’s Office. This is   renewable annually.
 e. Consideration has been given to Wirral Borough Council Code of Practice for the Operation of CCTV issued March 2014

f. An assessment for the use of CCTV at Barnston School was completed by
  Jeanne Fairbrother Associates, on 8/5/2018 and autumn 2020 and a checklist for governors is included in appendix 1.
3. Objectives
a. CCTV is used at Barnston School: (examples below)
· To detect intruders around the perimeter of the main building

· To monitor persons using the entrance doors to the school

· For the protection of health and morals

· For investigation of potential allegations from pupils and staff about staff

· For investigation of pupil incidents at the request of staff

b. Viewing of CCTV images and recordings is password protected and restricted

     to:

· the senior leadership of the school or an appropriate person to whom they delegate this task 

· the police when requested 

· the Pupil Discipline Appeal Committee and Independent Review panel when appropriate

· pupil(s) in the image or recording, where appropriate, in order to clarify an event or its antecedents and to help resolve a situation
· parents of the child in the image or recording in order to explain a decision made by the school or help them understand a situation 
· relevant staff in the event that allegations are made against them
4. Principles and procedures
· No private areas such as staff rooms and toilets are covered by CCTV or audio monitoring
· All pupils, staff and visitors are made aware that CCTV monitoring is installed in and around the school premises through use of signage
· parents/guardians are informed about the use of CCTV when their child/ward signs up to join Barnston School. 
· It is also made clear in the admission pack that recordings could be used in forums such as Governors Disciplinary Committees or Independent Review panels. 
· The use of covert surveillance is prohibited unless the surveillance is requested by the police for the detection and prevention of crime. 

· Appropriate security and safeguarding measures are in place to prevent any unauthorised access and use of the CCTV system.  
· The CCTV system is password protected and only senior management team and designated office staff have access to the password. 
· The Information Commissioner’s Office checklist (appendix 1) is completed annually when this policy is reviewed by school governors.  This appendix forms part of this policy document. 
Appendix 1

Checklist for users of CCTV and surveillance systems (as provided by Information Commissioner’s Office)
The system and the images/recordings produced by the surveillance system are controlled by Jill Pearson/Les Minton who is responsible for how the system is used and for notifying the Information Commissioner about the CCTV system (which is a legal requirement of the Data Protection Act 1998).

We (the governors of Barnston School) have considered the need for using surveillance monitoring and have decided it is required for the objectives outlined in 3a and 3b of our Policy for the Operation of Closed Circuit Television. 
	
	Checked (date)
	By
	Date of next review

	Notification has been submitted to the Information Commissioner and the next renewal date recorded.
	
	
	

	There is a named individual who is responsible for the operation of the system.
	
	
	

	The problem we are trying to address has been clearly defined and installing cameras is the best solution.  This decision should be reviewed on a regular basis.
	
	
	

	A system has been chosen which produces clear images which the policy can use to investigate crime.
	
	
	

	Cameras have been sited so that they provide clear images.
	
	
	

	Cameras have been positioned to avoid capturing the images of persons not visiting the premises.
	
	
	

	There are visible signs showing that CCTV is in operation at the school.
	
	
	

	Images and recordings from the system are securely stored, where only a limited number of authorised persons may have access to them.
	
	
	

	The recorded images will only be retained long enough for any incident to come to light and the incident to be investigated. 
	
	
	

	Images will not be provided to third parties other than the police
	
	
	

	The potential impact on individuals’ privacy has been identified and taken into account in the use of the system.
	
	
	

	The school knows how to respond to individuals making requests for copies of their own images. If unsure the controller knows to see advice for the Information Commissioner as soon as such a request is made. 
	
	
	

	Regular checks are carried out to ensure that the system is working properly and produces high quality images. 
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